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3.  THE ROLE OF THE TECHNOLOGY – AUDITING AND 




7KH QHHG IRU WKH LQWURGXFWLRQ RI VXUYHLOODQFH V\VWHPV LQ WKHZRUNSODFH LV QRW D
novelty. As David Lyon and Elia Zureik suggest in their book.82 the fear of being 
PRQLWRUHGE\VRFLHW\¿UVWDSSHDUHGLQ¿FWLRQLQWKHVZKLOHDFWXDO LQWHQVLYH
ZRUNSODFHVXUYHLOODQFHEHJDQLQWKHV$VDQDFWXDOH[DPSOHWKH\UHIHUWRWKH
³FDOO PDQDJHPHQW VHUYLFHV´ ZKLFK ZHUH RIIHUHG E\ VHYHUDO WHOHFRPPXQLFDWLRQ
FRPSDQLHVLQ.LQJVWRQ2QWDULRLQWKHVHVHUYLFHVHQDEOHGHPSOR\HUVWRIXOO\
monitor all calls. Since then due to technological development the range of 
VXUYHLOODQFHGHYLFHVKDVVXEVWDQWLDOO\EHHQZLGHQHGZKLFKLVVKRZQE\WKLVVWXG\
3.1.1. Camera surveillance
Camera surveillance or CCTV surveillance touches upon a number of constitutional 
fundamental rights such as the right to dignity, the protection of personal data, the 
protection of private secrets, the inviolability of the home, the right to peaceful 
assembly, the freedom of expression, the free exercise of religion and the right to 
IUHHGRPRIPRYHPHQW+RZHYHUVRPHOLPLWDWLRQVPD\EHDFFHSWHGLQWKHFDVHRI
ZRUNSODFHDSSOLFDWLRQIROORZLQJWKHWHVWRIQHFHVVLW\DQGSURSRUWLRQDOLW\
7KH SULPDU\ GHYLFH RI FDPHUD VXUYHLOODQFH LV WKH WUDGLWLRQDO FDPHUD ZKLFK
FRQYHUWVOLJKWHQWHULQJWKURXJKWKHOHQVLQWRHOHFWULFVLJQDOVE\WKHKHOSRIDFKDUJH
coupled device (CCD). This signal can be transmitted and processed both in analogue 
and digital mode. A CCD sensor can sense a much broader electromagnetic spectrum 
WKDQWKHKXPDQH\HFRQVHTXHQWO\LQDGGLWLRQWRWKHYLVLEOHOLJKWLWVKRZVVHQVLWLYLW\
in the ultraviolet band to a small degree and in the infrared band to a substantial 
GHJUHH7KDWLVZK\LWLVSRVVLEOHWRUHFRUGLPDJHVRIDQDSSURSULDWHTXDOLW\RXWGRRUV
at night by infrared lighting. Depending on the mode of transmitting video signals, 




WKLV SXUSRVH +HQFH LWV QDPH FORVHG FLUFXLW WHOHYLVLRQ &&79 ,W LV GLI¿FXOW WR





ZLGHUDQJLQJ HJ ZHEEDVHG DFFHVV WR OLYH FDPHUD LPDJHV HYHQ ZLWK UHPRWH










WRHVWDEOLVKLQJ WKHFRQQHFWLRQZLWK WKHQDWXUDOSHUVRQKRZHYHU LW LVQRW WKHVROH
FULWHULRQDVLGHQWL¿FDWLRQLVSRVVLEOHHYHQLQWKHFDVHRISRRUHUGH¿QLWLRQDVZHOOIRU
H[DPSOHRQWKHEDVLVRIWKHIURQWGRRURIWKHKRPHRUKDELWV8QGHUWKH(XURSHDQ
8QLRQ GLUHFWLYH RQ GDWD SURWHFWLRQ SURFHVVLQJ SHUVRQDO LQIRUPDWLRQ PHDQV DQ\
operation or set of operations performed upon personal data, thus even the inspection 
RISHUVRQDOGDWD,WIROORZVWKDWQRWRQO\UHFRUGLQJLPDJHVEXWPHUHVXUYHLOODQFHDOVR
TXDOL¿HV DV SURFHVVLQJ SHUVRQDO GDWD $FFRUGLQJ WR WKH LQWHUSUHWDWLRQ E\ WKH
&RQVWLWXWLRQDO&RXUWSURFHVVLQJSHUVRQDOGDWDTXDOL¿HVDVWKHOLPLWDWLRQRIWKHULJKW
WRLQIRUPDWLRQDOVHOIGHWHUPLQDWLRQWKXVWKHSULQFLSOHVRIQHFHVVLW\SURSRUWLRQDOLW\
VXLWDELOLW\ DQG EHLQJ VWDWXWRULO\ UHJXODWHG PXVW EH IROORZHG LQ DOO FDVHV 7KH
principles of data protection are purpose limitation, data minimum, the requirement 
of fair data processing, the requirement of data security, the requirement of 
WUDQVSDUHQF\DQGHQVXULQJWKHULJKWVRIWKRVHLQYROYHGDOORIZKLFKPXVWEHUHVSHFWHG




DQGSULYDWH LQYHVWLJDWLRQDFWLYLW\ XQGHUZKLFKD FDPHUD VXUYHLOODQFH V\VWHPFDQ




the purpose of protecting human life, physical integrity and personal liberty, 
safekeeping of hazardous substances, protecting business, bank and securities 
secrets and in the interest of the protection of property. Even in such cases they can 
be applied only on condition the perception of infringements, catching the offenders 
in the act, the avoidance of such offences and providing evidence for such 
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LQIULQJHPHQWVDUHLPSRVVLEOHZLWKDQ\RWKHUPHDQVIXUWKHUWKHXVHRIVXFKWHFKQLFDO
devices does not exceed the necessary extent and it does not entail the disproportionate 
OLPLWDWLRQRQWKHULJKWWRLQIRUPDWLRQDOVHOIGHWHUPLQDWLRQ
3.1.2. Access control systems
(QWUDQFHWRSURWHFWHGDUHDVVXFKDVZRUNSODFHVFDQEHFRQWUROOHGHOHFWURQLFDOO\E\
DQ DFFHVV FRQWURO V\VWHP ZKLFK DXWRPDWLFDOO\ PHDQV SURFHVVLQJ SHUVRQDO GDWD
$FFHVVFRQWUROV\VWHPVFDQEHFODVVL¿HGDFFRUGLQJWRWKHWHFKQRORJ\RILGHQWL¿FDWLRQ
DQGGHYLFHVDSSOLHG7KHUHDUHWKUHHIDFWRUVRILGHQWL¿FDWLRQNQRZOHGJHSRVVHVVLRQ
DQG IHDWXUHV.QRZOHGJHEDVHG LGHQWL¿FDWLRQ LQFOXGHVSDVVZRUGV DQG3,1FRGHV
2QHGLVDGYDQWDJHRI WKHPLV WKDW WKH\FDQEHPXOWLSOLHGXQUHVWULFWHGO\VRQRRQH
NQRZVKRZPDQ\SHUVRQVNQRZWKHFRGH,QDGGLWLRQ WKRVHDXWKRUL]HGWRDFFHVV
often forget their codes. The issues of data protection concerning their application 
±LQFDVHWKH\DUHERXQGWRSHUVRQV±DUHWKHVDPHDVWKRVHRIFDUGV
7KHRWKHUIDFWRURILGHQWL¿FDWLRQLVSRVVHVVLRQZKLFKPHDQVWKHXVHRIDFHUWDLQ
physical device to control access. This is typically done by a (data)card. The purpose 
RIGDWDFDUGVLVWRVWRUHGDWDIRUWKHSXUSRVHVRILGHQWL¿FDWLRQDFFHVVDQGDQ\RWKHU
purposes. These devices can be sorted by their method of storage and type. Storage 
capacity, security and applicability depend on the type of these devices.
7KHROGHVWGDWDFDUGLVWKHSXQFKFDUGLQZKLFKWKHSUHVHQFHDQGDEVHQFHRIKROHV
on a paper medium embodied data. Reading the cards can be contact electric 
ZKHWKHU WZR FRQWDFWV IDFLQJ HDFK RWKHU FRQWDFW RU QRW RU RSWLFDO ZKHWKHU OLJKW
VKLQHVWKURXJKWKHKROHRUQRW&DUGVFDQVWRUHRQO\DVPDOODPRXQWRIGDWD




of holes represent serial numbers. The card is read optically, and after comparing the 
GDWDZLWK WKHGDWDEDVH LQ WKHFRPSXWHURI WKH WLOO WKHFDUGKROGHU¶VHQWLWOHPHQW WR
having a meal in the given part of the day can be established. The genuineness of the 
card can be determined by having a close look at it; due to its simplicity it cannot be 
XVHGIRULGHQWL¿FDWLRQZLWKRXWVXSHUYLVLRQ
$WUDGLWLRQDOZLGHO\NQRZQW\SHRIGDWDFDUGLVWKHPDJQHWLFFDUG+HUHWKHGDWD
PHGLXP LV DPDJQHWLFPHWDO VWULSH HPEHGGHG LQWR D SODVWLF FDUG ,W LV UHDG E\ D




DUHYLVLEOHRQWKHFDUGVXSSOHPHQWHGZLWKVRPHFRQWUROOLQJGDWD83 These cards are 
VWLOO XVHG GXH WR WKHLU VLPSOLFLW\ 7KH\ DUH VXLWDEOH IRU LGHQWL¿FDWLRQ ZLWKRXW
VXSHUYLVLRQ7KHLUVDIHW\FDQODUJHO\EHHQKDQFHGE\WKHXVHRI3,1FRGHV7KH\FDQ
EH IRUJHG ZLWKRXW VXEVWDQWLDO SUHSDUHGQHVV E\ UHDGLQJ WKH PDJQHWLF VWULSH DQG






can be stored on magnetic cards, in the case of one dimensional (linear) barcodes 
RQO\DIHZE\WHV,QIRUPDWLRQLVHQFRGHGDFFRUGLQJWRLQWHUQDWLRQDOVWDQGDUGV($1
 DQG ($1  FRGHV LQWURGXFHG LQ  DUH FRPPRQO\ XVHG ,Q WKH+XQJDULDQ
5HSXEOLFERWKWKH7D[,'QXPEHUDQGWKH6RFLDO6HFXULW\,'1XPEHUZHUHGLVSOD\HG
on tax cards and social security cards in one dimensional linear codes. The square 
SDWWHUQHG GDWD PDWUL[ FRGH LQWURGXFHG LQ WKH V ZDV ODXQFKHG DV D IXUWKHU
GHYHORSPHQWRI WKH OLQHDUFRGH7KHGDWD VWRUDJHFDSDFLW\RI WKHEODFNDQGZKLWH
data matrix can reach 2335 alphanumeric characters84,WVEHVWNQRZQYHUVLRQLVWKH
FRGHV\VWHPRI3')ZKLFKLVXVHGRQSROLFH,'V7KHZKROHGDWDFRQWHQWRIWKH
,'VDUHDOVRGLVSOD\HGLQWZRGLPHQVLRQDOEDUFRGHV7KLVFRGHV\VWHPLVDOVRXVHG
E\ WKH$%(9SURJUDPPHRQ WD[ UHWXUQV¿OOHG LQ RQ D FRPSXWHU7KHQRZDGD\V
SRSXODU45FRGHZKLFKFDQHDVLO\EHUHDGE\PRELOHGHYLFHVGXHWRLWVVKDSLQJLV
similar to it.
$ GUDZEDFN RI WKHVH PHWKRGV LV WKDW EDUFRGHV FDQ EH SKRWRFRSLHG UHDG DQG






not used in Hungary, but digital data are stored on various documents certifying 
FLWL]HQVKLS LQ &DQDGD WKH 8QLWHG 6WDWHV RI $PHULFD &RVWD 5LFD DQG ,WDO\ DQG
YHKLFOHUHJLVWUDWLRQLQ,QGLD7KHDPRXQWRIVWRUDEOHGDWDLVIDUELJJHUWKDQLQWKH
case of former methods: 1.1MB, 1.8 MB or 2.8MB.85
A common feature of the cards described so far is that their data content can 
KDUGO\EHPRGL¿HGRULIVRRQO\ZLWKGLI¿FXOW\DQGWKH\GRQRWFRQWDLQDQDFWLYH
HOHPHQWZKLFKPLJKWPDNHWKHLUXVHVDIHU,QFDVHWKHGDWDVWRUHGQHHGWREHPRGL¿HG









of Hungarian phone cards. Forgery, in case commerce memory circuits are used, is 
QRW WRRGLI¿FXOWPRUHRYHU D SURJUDPPHFDQEHZULWWHQ IRU WKH HPXODWLRQRI WKH
84  Eiler, 2008, p. 44.
85  Cf. LaserCard Corporation
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operation by leading out the contact points and connecting them to a computer thus 
deceiving the reading device.
7KHXVHRIFDUGVZDVUHYROXWLRQL]HGE\WKHLQWURGXFWLRQRIDFWLYHFDUGVRQZKLFK
GDWD FDQ EH ZULWWHQ DQG UHDG SOXV WKH FDUG LV FDSDEOH RI SURFHVVLQJ GDWD DQG
performing mathematical operations. The central part of active cards is the 




one package. This, as an active element, enables the implementation of fourth 
generation crypto systems86 thus providing active protection for the data stored and 
DFFHVVWRWKHP,WFDQKROGNLORE\WHGDWDGHSHQGLQJRQLWVW\SH%RWKFRQWDFW
DQG QRQFRQWDFW QRQWRXFK GDWDFDUGV FDQ EH FUHDWHG E\ XVLQJPLFURFRQWUROOHUV
6PDUWFDUGVLQWHOOLJHQWFDUGVFKLSFDUGVDUHVXFKFRQWDFWFDUGV,Q+XQJDU\WKH\
are used in student cards in higher education and recently in bank cards. This is the 






3UR[LPLW\ FDUGV 5),' UDGLR FDUGV DUH FRQWDFWOHVV DFWLYH GDWDFDUGV ZLWK
microcontrollers. The active device used in them is basically the same as the one 








and authorizes for example entrance depending on it. The defect of this system is 
HDV\ WR UHFRJQL]H DV RQO\ WKH VSDFHZLWK WKH JLYHQ HOHFWURPDJQHWLF IUHTXHQF\ LV
QHHGHGIRUREWDLQLQJGDWD7KHFDUG³GLYXOJHV´LWV,'QXPEHUWRDQ\UHDGHU WKXV
HYHQWRDUHDGHURSHUDWHGE\DPDOLFLRXVSHUVRQ7KHFDUGLVFRSLHGE\VLPSO\ZULWLQJ




authorized readers in the memory of the card. Data transmission can be made more 
complicated by classifying transmission for example by requiring electronic 
signature. Due to radio frequency data transmission the speed of transmission and 
86  6\PPHWULF DQG DV\PPHWULF NH\ FRPSXWHU HQFU\SWLRQGHFU\SWLRQ DOJRULWKPV VXFK DV '(6
AES, RSA, etc.
87  For further details see Hassler, 2010.
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consequently the amount of data are far smaller than in the case of smart cards; 
XVXDOO\GDWDZLWKELWOHQJWKDUHXVHG%\WKHKHOSRIDEDWWHU\HPEHGGHGLQWKH
FDUGWKHOHQJWKFDQEHVWUHWFKHGIURPWKHEDVHOLQHIURPIHZWLPHVFPWRHYHQ
P ORQJ UDQJH SUR[LPLW\ 7KH WHFKQRORJ\ LV GHVFULEHG E\ WKH ,62,(& 
standard. These active cards can be made safe enough to be used in public documents 
IRU LGHQWL¿FDWLRQSXUSRVHVRQ WKHLURZQRU LQD VXSSOHPHQWDU\PDQQHU7KHQH[W
JHQHUDWLRQRIDFWLYHFDUGVLVWKHDSSOLFDWLRQRIFDUGVZLWKELRPHWULFVHFXULW\HOHPHQWV
7KHWKLUGIDFWRURILGHQWL¿FDWLRQQDPHO\LGHQWL¿FDWLRQEDVHGRQDIHDWXUHFDQEH
realized by biometric solutions. The most characteristic element of the exterior of 
WKHKXPDQERG\LVWKHIDFHZKLFKEHVLGHVLWVVRFLRFRPPXQLFDWLYHIXQFWLRQVLVWKH
SULPDU\PHDQVRIWKHLGHQWL¿FDWLRQRISHUVRQVWKURXJKYLVXDOSHUFHSWLRQGXHWRWKH











V DQ HVVHQWLDO SURJUHVV ZDV PDGH LQ WKH ¿HOG RI WKH DQDO\VLV RI VLJQDWXUH
G\QDPLFVZKLFKLVVWLOOXVHGE\WKHPLOLWDU\DQGQDWLRQDOVHFXULW\VHFWRUV,QWKH
















88  Roberts, 2012.
89  Coloured part round the pupil of the eye.
90  The blood vessel pattern of the layer of the membrane at the back of the eyeball, the eye has to 
EHLOOXPLQDWHGE\KDUVKOLJKWZKLFKFDXVHGVHYHUHRSSRVLWLRQRQWKHVLGHRIWKHVXEMHFWV7KHQHZ





These are more or less deployed for identifying persons. The mathematical 
GHVFULSWLRQDQGVWRUDJHRIELRPHWULFIHDWXUHVDOORZIRUWKHPRUHSUHFLVHLGHQWL¿FDWLRQ
of persons based on unique features. 
%LRPHWULF LGHQWL¿FDWLRQ UDLVHV IXUWKHU LVVXHV LQ WKH¿HOGRIGDWDSURWHFWLRQ$V
biometric data are tied to the person for ever, and the direct mapping of bodily 
IHDWXUHVPD\FRQWDLQPHGLFDOGDWDDVZHOO WKHLUKDQGOLQJFDQEHSRVVLEOHRQO\LQ
exceptional cases and after the careful consideration of necessity and proportionality.
The three factors described above can be used separately or in any combination 
IRULGHQWL¿FDWLRQSXUSRVHVWKLVODWWHUHQKDQFHVWKHVHFXULW\RIDFFHVVZKLOHDWWKH






(EDS), the ancestor of the outsourcing business. The company specialized in 
SHUIRUPLQJWKHLQIRUPDWLFVRSHUDWLRQDOWDVNVWKHLUFOLHQWVGLGQRWZDQWWRSHUIRUP
ZLWKLQWKHLURUJDQLVDWLRQ7KHUHZHUHRQO\DIHZH[SHUWVDYDLODEOHRQWKH$PHULFDQ
market at that time, so outsourcing solved this problem, too. The standardisation of 
RI¿FHZRUNVWDWLRQV DQG FHQWUDO VRIWZDUHPDQDJHPHQW FDQ EH SURYLGHG IRU LQ DQ
outsourcing contract. The service supplier can take over the operation of the servers 
RIWKHFOLHQWDQGFDQHYHQUXQWKHVHUYLFHVRIWKHFOLHQWWRJHWKHUZLWKWKHVHUYLFHVRI
RWKHUFOLHQWVRQLWVRZQKDUGZDUH,QVXFKDFDVHWKHVHUYLFHVXSSOLHUPXVWJXDUDQWHH
the secure separation of the given services. The most important element of an 
RXWVRXUFLQJFRQWUDFWLVWRLQFOXGHD6HUYLFHOHYHO$JUHHPHQW6/$ZKLFKVWLSXODWHV












JRRGV GHOLYHUHG E\ FRXULHU VHUYLFHV 6RFLDO QHWZRUNV DSSHDUHG ZLZKX 
IDFHERRNFRPDQGWZLWWHUFRP91
91  Racskó, 2011.
318
2XWVRXUFLQJ LQIRUPDWLFV VHUYLFHV VORZHG GRZQ DQG FDPH WR D KDOW LQ WKH ¿UVW
GHFDGHRIWKHQHZPLOOHQQLXPGXHWRWKHFKHDSLQIRUPDWLRQGHYLFHVDQGWKHJUHDW
QXPEHURIZHOOWUDLQHG,7H[SHUWV+RZHYHUWKHSDVWGHFDGHSRLQWHGRXWRQFHDJDLQ
the possible advantage of outsourcing: outsourcing changed into activity optimization 
and huge multinational informatics service providers started to offer their different 
VHUYLFHV ZKLFK FDQ UHSODFH PRVW RI WKH VHUYLFHV RSHUDWHG DW WKH SDUWLFXODU
RUJDQLVDWLRQV6XFKVHUYLFHZDVSURYLGHGIURPDFDOFXODWLRQFORXG7KHQDPHFRPHV
IURPWKHLFRQXVHGLQLQIRUPDWLFVLQZKLFKDFORXGVWDQGVIRUQHWZRUNVZKRVHLQQHU
structure is not important, only the input and output are of importance.
As regards the technical part, the corner stone of the service is virtualization, 
ZKLFK KDV EHHQ RQ WKHPDUNHW IRU D GHFDGH EXW KDV JDLQHG UHDO VLJQL¿FDQFH DQG
EHFRPHUHDOO\ZLGHVSUHDGRQO\LQUHFHQW\HDUV,QWKHIUDPHZRUNRIYLUWXDOL]DWLRQ
one or more virtual systems (guest) are run on one or more physical systems (host). 
7KHKDUGZDUHUXQQLQJWKHYLUWXDOV\VWHPLVQRWUHDOEXWREWDLQVLWVUHVRXUFHVIURP
WKHKRVW V\VWHP ,Q DYLUWXDOL]HG V\VWHP WKH UHVRXUFHVRI WKHKRVW V\VWHPFDQEH





physical host a given guest server is running, it can be determined only by the help 
of the hypervisor, but it may run on all the three.
Cloud computing differs from virtualization in that virtualized systems are 
UHDOLVHGRQSK\VLFDOO\VHSDUDWHSUHPLVHVZLWKRSHUDWLQJSHUVRQQHOKLJKDYDLODELOLW\
and high level optimization.
&ORXGVHUYLFHVFDQEHFODVVL¿HGDFFRUGLQJWRWKHQDWXUHRIWKHVHUYLFHSURYLGHG
HDFK RIZKLFK LV FDOOHG;DD6 ± VRPHWKLQJ DV D VHUYLFH 7KXV EDVLFDOO\ WKHUH LV
LQIUDVWUXFWXUHDVDVHUYLFH,DD6SODWIRUPDVDVHUYLFH3DD6DQGVRIWZDUHDVD
VHUYLFH6DD6,QDGGLWLRQWRWKHVHPDMRUFDWHJRULHVWKHUHDUHRWKHUHOHPHQWVWRR
such as development as a service (DaaS) used by Salesforce.
,QWKHIUDPHZRUNRI,DD6WKHVXSSOLHUSURYLGHVDYLUWXDOKDUGZDUHHQYLURQPHQW
IRU WKH FOLHQW 7KLV LQFOXGHV WKH YLUWXDO V\VWHP ZLWK VWRUDJH VSDFH DQG QHWZRUN
infrastructure operated by the supplier. The operating system and the applications 
DUH LQVWDOOHG DQGPDLQWDLQHG E\ WKH FOLHQW ,Q WKH FDVH RI 3DD6 WKH VFRSH RI WKH
supervision of the supplier is broader: it provides the operating system, the database, 
certain applications and development tools in addition to the virtual system. The 
FOLHQW LQVWDOOV DQG VXSHUYLVHV WKH DSSOLFDWLRQV ,Q WKH FDVH RI 6DD6 WKH VXSSOLHU





may be calculated on the basis of the number of accesses or time but in either case 
the client pays only for the actual use.
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$WSUHVHQW RQO\ D IHZFORXG VHUYLFHVZLWK QDUURZ VFRSH DUH DYDLODEOH*RRJOH
RIIHUVRI¿FHDSSOLFDWLRQV$PD]RQ5DFNVSDFH+RVWLQJ<DKRRDQG0LFURVRIWRIIHU
virtual machines, Salesforce provides CRM system and Zoho all these.
Google provides a SaaS service under the brand name Google Apps.92 ,Q WKH
IUDPHZRUNRIWKHVHUYLFHDEXVLQHVVHPDLOV\VWHPFDQEHFUHDWHGIRUZKLFK*%
GLVFVSDFHVSDP¿OWHULQJDQGDYDLODELOLW\LVSURYLGHG,WDOORZVIRUXVLQJD
FRPPRQ FRPSDQ\ZLGH FDOHQGDU VFKHGXOLQJ HYHQWV VKDULQJ FDOHQGDUV DQG
V\QFKURQL]LQJWKHFRQWHQWVRIVXFKFDOHQGDUVZLWKWKHFDOHQGDUVRIPRELOHGHYLFHV
,W DOVR LQFOXGHVGRFXPHQWPDQDJHPHQW WH[W¿OHV VSUHDGVKHHWV DQGSUHVHQWDWLRQV
can be uploaded and edited. Company email groups can be created, contents can be 
shared and archived and all contents and antecedents can easily be retrieved. 
:HEVLWHVFDQEHFUHDWHGZLWKWKHFRPSDQ\¶VRZQGRPDLQQDPHVHFXUHFRQQHFWLRQV
DQGVHSDUDWHVLWHVFDQEHFUHDWHGWKXVFRPSDQ\LQWUDQHWFDQEHUHSODFHGZLWKWKLV
VHUYLFH ,QWHUQDO YLGHR VKDULQJ LV DOVR SRVVLEOH 7KH IHH RI WKH VHUYLFH LV TXLWH
UHDVRQDEOH   SHU XVHU SHU \HDU ,W LV IDU FKHDSHU IRU +XQJDULDQ 60(V WKDQ
PDLQWDLQLQJ VXFK LQIUDVWUXFWXUH DQG VHUYLFHV IURP WKHLU RZQ VRXUFHV %HVLGHV
assistance is available on the phone and via email 24 hours a day. Guaranteed 
availability includes eight hours of service interruption per year. Web based customer 
VHUYLFHLVSURYLGHGRQDVHOIVHUYLFHEDVLVWKURXJKDQHQFU\SWHG66/FKDQQHO7KH
¿OWHULQJRIXQZDQWHG HPDLOV FDQEH LQGLYLGXDOO\ FXVWRPL]HG&RPPRQSDVVZRUG
FDQEHGH¿QHGDVDVHFXULW\UHTXLUHPHQWHPDLOVFDQEHIRUZDUGHGDQGWKHUH LVD




tool (force.com) costs 90 cents per access and any application using the above 
services can be developed by this tool, such as data processing, process supporting 
and business intelligence applications. To highlight the difference, the company 
FDOOHG WKLV VHUYLFH GHYHORSPHQW DV D VHUYLFH ,WV ORZ DFFHVV IHH HQDEOHV VPDOOHU
RUJDQLVDWLRQVWRXVHKLJKOHYHOWRROVIRUGHYHORSLQJWKHLUDSSOLFDWLRQV,WKDVPRUH
WKDQ ¿IW\ WKRXVDQG DSSOLFDWLRQV DYDLODEOH 7KHVH LQFOXGH IRU H[DPSOH GHEW
management, human resource management, time management and food ingredient 





the use of other systems, for example CRM system is extra. The third similar 
SURYLGHU LV$PD]RQZKLFK XQOLNH WKH RWKHUV SURYLGHV LQIUDVWUXFWXUH XQGHU WKH
brand name Amazon Elastic Compute Cloud (EC2)94 and not service or platform. 
7KLVSUDFWLFDOO\PHDQVWKDWDYLUWXDOPDFKLQHFDQEHXVHGIRUDIHHZKLFKLQFOXGHVD
computing capacity, memory capacity and hard disc store space. This environment 
92  See Google Apps for companies. KWWSZZZJRRJOHFRPLQWOKXHQWHUSULVHDSSVEXVLQHVV
93  See Salesforce.com, KWWSZZZVDOHVIRUFHFRP 
94  See Amazon Elastic Compute Cloud. KWWSDZVDPD]RQFRPHF
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can be used through various operating systems and other system level applications, 
such as databases, application development tools and authentication management. 
2ZQYLUWXDOL]HGHQYLURQPHQWVFDQDOVREHXSORDGHG ,QYRLFLQJ IRU WKH VHUYLFH LV
based on the resources used. Computing performance is measured in EC2 compute 
XQLWV7KHVHUYLFHFDQEHWULHGIRUIUHHIRURQH\HDUZLWKDEDVLF/,18;SDFNDJH




RQ SUDFWLFDOO\ DQ\ SODWIRUP 7KH JXDUDQWHHG DYDLODELOLW\ LV  3ULFHV DUH
basically calculated in a manner to be the same as the prices quoted by Amazon but 
WKH\LQFOXGHDQHZIDFWRUDVZHOOQDPHO\VWRUHWUDQVDFWLRQV7KLVPD\VXEVWDQWLDOO\







entails higher costs as only actual use is invoiced for. Dynamic resource allocation 
LVDOZD\VPRUHIDYRXUDEOHWKDQSODQQLQJEDVHGRQSUHGLFWLRQEHFDXVHLIWKHSUHGLFWLRQ
is not accurate, the resource is simply not used. The total cost is the sum of the 
YDULRXVSDUWLDOFRVWVXQOLNHLQWKHFDVHRIWUDGLWLRQDOV\VWHPVZKHUHLWFDQEHKLJKHU
7KH UHVRXUFH QHHGV DUH VXPPHG XS DQG LQ WKLV ZD\ WKH RWKHUZLVH ÀXFWXDWLQJ
tendency of use is levelled up. Due to the huge computing capacity included in the 
cloud, the cloud is better protected against different distributed attacks. Parallel 
processing can substantially accelerate business intelligence applications. As the 
different resources are allocated to different premises, the system is more reliable 
and less vulnerable for example in the case of natural disasters as opposed to the 
FRPSDQ\¶VGDWDFHQWUHZKLFKFDQJHQHUDOO\EHIRXQGRQWKHSUHPLVHVRIWKHFRPSDQ\
the data centres of the cloud are established at optimal places (energy, 
telecommunication).
*DUWQHUDQDGYLVRU\FRPSDQ\DFWLQJRQWKHPDUNHWRI,7SURGXFWVDQGVHUYLFHV
ZKLFK LV IDPRXVDPRQJRWKHUVIRU LWVSUHGLFWLRQVSUHSDUHV WKHH[SHFWHG OLIHF\FOH
curve of technologies. Cloud applications have commanded a great interest since 




ZHOO VFDODEOH V\VWHP ZKLFK FDQ HDVLO\ EH FRQ¿JXUHG ZLWK VKDUHG UHVRXUFHV DQG
QHWZRUNRSHUDWLRQV
95  6HH:LQGRZV$]XUHKWWSZZZZLQGRZVD]XUHFRP 
96  Fenn, 2010.
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,Q UHVSHFW RI FORXG VHUYLFHV EHLQJ ERXQG WR D VHUYLFH SURYLGHU UHSUHVHQWV WKH
prime security challenge.97 This means that the systems and applications currently 
GHSOR\HGLQWKHFORXGDUHQRWVWDQGDUGDQGGRQRWDOORZIRUSHUPHDELOLW\RQWKHVPDOO
PDUNHW:KLOH LPSRUWLQJGDWDZKHQXVLQJ WKH VHUYLFH LV HDV\ DQGEDFNHGE\ WKH
SURYLGHUH[SRUWLQJGDWDLVH[WUHPHO\LUNVRPHDQGLVGHOLEHUDWHO\PDGHGLI¿FXOWE\












and the resultant risk high.
The third greatest risk derives from unsuitability. The suitability of the systems 
PXVWEHFHUWL¿HGIRUWKHVDNHRIFRPSOLDQFHZLWKGLIIHUHQWVWDWXWRU\LQVWUXPHQWVDQG
VWDQGDUGV EXW WKH FORXG GRHV QRW DOORZ IRU WKLV ,WV UHDVRQ LV WKDW DVVXULQJ WKH
SRVVLELOLW\RI DQ DXGLWZRXOGPHDQDQH[FHVVLYH FRVW IRU WKHSURYLGHUZKR LVQRW
FRPSHOOHGWREHWWHUFRRSHUDWHZLWKWKHFOLHQWRQWKHVHOOHU¶VPDUNHW,WVOLNHOLKRRGLV
regarded to be quite high, its impact quite high and its resultant risk high.
6HUYLFHV UHQGHUHG LQ WKLVZD\DUH UHDOO\FRVWHIIHFWLYHELJFRUSRUDWLRQV LQVWDOO
WKHLU FRPSXWHU ÀHHW LQ WKH QHLJKERXUKRRG RI SRZHU SODQWV DQG WUDQVDWODQWLF GDWD
FDEOHVVRWKDWWKHLURSHUDWLQJFRVWFDQEHWKHIUDFWLRQRIWKHLURZQVHUYHURSHUDWHGRQ
the premises of the corporation. Considering the increased price sensitivity of 
EXVLQHVVHQWLWLHVGXHWRWKHHFRQRPLFGRZQWXUQWKHSULFHRIWKHVHUYLFHLVWKHPDLQ
IDFWRUWREHWDNHQLQWRFRQVLGHUDWLRQZKHQSXUFKDVLQJ,QWKHFDVHRIDQRZQVHUYHU









at present seem impossible to be solved in Europe. Cloud service providers build 
WKHLU FRPSXWLQJ FHQWUHV LQ GLIIHUHQW SDUWV RI WKH ZRUOG DQG DV UHVRXUFHV DUH
G\QDPLFDOO\DOORFDWHGHYHQWKH\FDQQRWWHOOLQZKLFKSDUWRIWKHZRUOGWKHVHUYLFH
ZHXVHRURXUFOLHQWV¶GDWDDUHDWWKHJLYHQPRPHQW988QGHUWKHHIIHFWLYH(XURSHDQ
97  Catteddu/Hogben, 2009.
98  Spivey, 2009.
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GDWDSURWHFWLRQGLUHFWLYHVGDWDFDQEHWUDQVIHUUHGWRSODFHVZKHUHGDWDSURWHFWLRQLV
WKH VDPH DV LQ(XURSH FRQVHTXHQWO\ LWZLOO H[FOXGHPRVW RI WKH SUHPLVHV RI WKH
SURYLGHUV,QGLYLGXDOFRQWUDFWVFDQQRWEHFRQFOXGHGZLWK WKHSURYLGHUVWDNHQWKH
size of small and medium enterprises), neither do they undertake the requirements 
FRQFHUQLQJ DYDLODELOLW\ DQG FRPSOLDQFH ZKLFK ZHUH VWDQGDUG LQ WKH FDVH RI
RXWVRXUFLQJDJUHHPHQWV$WSUHVHQWWKLVLVDVHOOHU¶VPDUNHWWKXVVHUYLFHSURYLGHUVGR
QRWFDUHIRUWKHVHQHHGVDQGFRQFHUQVKRZHYHUDVPDUNHWJHWVVDWXUDWHGWKH\ZLOO
offer more sophisticated solutions. For instance European personal data may 
H[FOXVLYHO\ EH PDQDJHG LQ FORXG VHUYHUV ORFDWHG LQ (XURSH RU D QHZ (XURSHDQ
supplier may enter the market just for this reason. Entering the market requires an 
unbelievably huge amount of money, suppliers currently present on the market offer 
WKHUHVRXUFHVRIWKHLUV\VWHPVEXLOWIRUPHUO\IRURWKHUSXUSRVHVLQWKHIUDPHZRUNRI
cloud services.
,Q DGGLWLRQ WR FORXG VHUYLFHV XVLQJ VS\ZDUHPRQLWRULQJ WUDI¿F DQG WHOHSKRQH
WDSSLQJDUHUHJDUGHGDVDGDQJHUWRHPSOR\HHV¶GDWD$VS\ZDUHLVDQDSSOLFDWLRQ
UXQQLQJLQWKHEDFNJURXQGRQWKHFRPSXWHUZKLFKUHFRUGVWKHDFWLYLW\RUSDUWVRIWKH
activity performed on the computer and then sends this information to a third party. 
,WFDQDOVREHXVHGE\HPSOR\HUVZKHQWKHVS\ZDUHLQVWDOOHGRQWKHFRPSXWHUVRIDOO
employees sends a report to the employer for example about the time spent on 
ZRUNLQJ RQ WKH FRPSXWHU ZHEVLWHV YLVLWHG RU HYHQ FKDUDFWHUV W\SHG DQG PRXVH
activities.
0RQLWRULQJ QHWZRUN WUDI¿F IRU VXUYHLOODQFH SXUSRVHV FDQ EH SHUIRUPHG DW DOO
QHWZRUN MXQFWLRQV EXW LW W\SLFDOO\ RFFXUV DW WKH H[WHUQDO¿UHZDOO RI WKH FRPSDQ\
SURWHFWLQJWKH,QWHUQHWFRQQHFWLRQ([WHUQDOQHWZRUNWUDI¿FFDQEHPRQLWRUHGDQG
UHFRUGHG WKHUHRUHYHQ WKHZKROH WUDI¿FFDQEH UHFRUGHG7KHHPSOR\HU W\SLFDOO\
UHFRUGV WKH ZHEVLWHV YLVLWHG DQG FDQ SHUPLW RU SURKLELW DFFHVV WR ZHEVLWHV LQ D
ZKLWHOLVWDQGEODFNOLVWEDVHGPDQQHU,IWKHUHLVQRUHFRUGLQJRQO\¿OWHULQJWKHUHLV
QRGDWDSURWHFWLRQGLPHQVLRQDWWDFKHGWRLWVLPSOHPHQWDWLRQKRZHYHULQDOORWKHU
cases there is. 
'DWD UHFRUGLQJ GHYLFHV ZKLFK DUH VSHFLDOO\ SURGXFHG IRU PRQLWRULQJ V\VWHP
DGPLQLVWUDWRUVLQDQXQFKDQJHDEOHDQGLQDFFHVVLEOHPDQQHUDUHQRZDYDLODEOHRQWKH
PDUNHW 6XFK V\VWHPV DOORZ IRU UHFRUGLQJ WKH DFWLYLWLHV RI SULYLOHJHGXVHUV LQ DQ
XQGHOHWDEOHZD\,WLVDQHVVHQWLDOLVVXHZKRFDQKDYHDFFHVVWRGHOHWHDQGPRGLI\
such recorded data. System administrators are typically authorized to have access to 
DQGPRGLI\DQ\WKLQJ7KLVVKRXOGEHWDNHQLQWRDFFRXQWZKHQGHWHUPLQLQJUXOHV
There is no pint in stipulating that recorded data may be seen by a panel consisting 
of the managing director, the human resource manager and the representatives of the 





DW WKHEHJLQQLQJRI WKH µV EXW WRGD\ UHDOWLPHPRQLWRULQJ LV SRVVLEOHZKLFK LV
PDLQO\HQVXUHGE\VDWHOOLWHQDYLJDWLRQV\VWHPV*36DQGZLUHOHVVWHOHFRPPXQLFDWLRQ
V\VWHPV 7KH SRVLWLRQ RI WKH HPSOR\HH FDQ EH GH¿QHG IRU WKH SXUSRVHV RI WKH




most precise method of monitoring is to place a GPS receiver in one of the devices 
(typically in the company car) of the employee and it sends the actual position to the 






3ULYDF\(QKDQFLQJ 7HFKQRORJLHV LV D V\VWHP RI ,&7 PHDVXUHV SURWHFWLQJ
LQIRUPDWLRQDOSULYDF\E\HOLPLQDWLQJRUPLQLPL]LQJSHUVRQDOGDWDWKHUHE\SUHYHQWLQJ
XQQHFHVVDU\ RU XQZDQWHG SURFHVVLQJ RI SHUVRQDO GDWD ZLWKRXW WKH ORVV RI WKH
IXQFWLRQDOLW\RIWKHLQIRUPDWLRQV\VWHP99
According to some interpretations the concept of PET includes for instance the 
IROORZLQJ100
ƒ HQFU\SWHG VWRUDJH RI ELRPHWULF GDWD IURP ZKLFK WKH RULJLQDO LPDJH RI WKH
fingerprints cannot be restored; 
ƒ WKH SRVVLELOLW\ WKDW GDWD VXEMHFWV FDQ FKHFN DQG XSGDWH WKHLU SHUVRQDO GDWD
through an encrypted connection;
ƒ WDJJLQJGDWDE\ZKLFKWKHGDWDSURWHFWLRQFRQGLWLRQVRIXVHDWWDFKHGWRWKHGDWD







data required by the provider and the authorizations to be given by the user can be 
VSHFL¿HG LQ DGYDQFH %HIRUH WKH DFWXDO FRPPHQFHPHQW RI GDWD SURFHVVLQJ WKH
machines of the provider and the user cross check the data protection settings 
WKURXJKDGDWDSURWHFWLRQFRPPXQLFDWLRQOD\HUDQGWKHQSURFHHGDFFRUGLQJO\,QWKH
case of so called external languages it normally does not mean the enforcement of 
WKH VHWWLQJV LW KDV RQO\ D GHFODUDWLYH SXUSRVH +RZHYHU LQ WKH FDVH RI LQWHUQDO
ODQJXDJHVZKLFKDUHW\SLFDOO\XVHGE\HQWHUSULVHVVHWWLQJVDUHHQIRUFHG$QH[DPSOH
of external languages is Platform for Privacy Preferences (P3P), accepted by W3C, 
ZKLFKLVDQ;0/EDVHGVWUXFWXUHGODQJXDJH,WFDQEHXVHGE\WKHKHOSRIDFFHVVRULHV
LQEURZVHUVFRPPRQQRZDGD\V,WVODWHVWYHUVLRQDSSHDUHGLQ$OWKRXJKLW





settings cannot be enforced, the settings of multiple users cannot be handled jointly 
DQGQHLWKHUFDQGHWDLOHGOHJDOSURYLVLRQVEHDSSURSULDWHO\GHDOWZLWK$33(/$33
3UHIHUHQFH([FKDQJH/DQJXDJHDQG;3UHIODQJXDJHVZHUHFUHDWHGWRFRPSOHPHQW
and improve it. Enterprise Privacy Authorization Language (EPAL) and eXtensible 
Access Control Markup Language (XACML) are internal privacy policy languages. 
,%07LYROL3ULYDF\0DQDJHUHQDEOHVWKHXVHRISULYDF\SROLF\ODQJXDJHVDQGWKH
enforcement of internal data processing rules in a corporate environment.
,Q DGGLWLRQ WR WKH ODQJXDJHV WHFKQLTXHV HQVXULQJ GDWD PLQLPL]DWLRQ DQG
anonymization have an important role; these techniques terminate the personal 
FKDUDFWHURIWKHGDWDXQOLNHWUDGLWLRQDOWHFKQRORJLHVZKLFKHQVXUHWKHOHVVHI¿FLHQW
FRQ¿GHQWLDOLW\E\HQFU\SWLQJSHUVRQDOGDWDVWRULQJDQGGLVSDWFKLQJWKHPLQDVHFXUH
PDQQHU $FFRUGLQJ WR (XURSHDQ GDWD SURWHFWLRQ ODZ SHUVRQDO GDWD UHWDLQ WKHLU
personal character and enjoy legal protection as long as they can be linked to the 
natural data subject. This link is terminated by anonymization and the personal 
identity of the data subject is separated from the digital traces of the online activities 
performed by him.102
2QHVXFKVROXWLRQLVWKHVWULSLGHQWLI\LQJKHDGHUVDQGUHVHQGWHFKQRORJ\ZKLFK
appeared in the form of anonymous email remailer and anonymizer proxy services, 
such as Connexion Anonymizer.
$QRWKHURSWLRQLVRQLRQURXWLQJZKHUHGDWDVXEMHFWVHVWDEOLVKFRQWDFWZLWKWKH
provider through several proxy servers randomly connected to each other. As proxy 
VHUYHUV GRQRW NHHS WKH ORJ¿OHV DERXW FRQQHFWLRQV DQG WKH\RSHUDWH LQ GLIIHUHQW
countries under different jurisdictions, the real location of the data subject is 
SUDFWLFDOO\LPSRVVLEOHWREHGHWHUPLQHG$KXJHGUDZEDFNRIWKLVSURFHGXUHLVWKDW
unlike former means, in addition to providing a certain level of protection of personal 
data, it has become one of the basic means of cybercrime by covering the exact 
location of the attacker.
$QRWKHUPHWKRGLVNDQRQ\PLW\ZKLFKKLGHVGDWDLQDPDVVOLNHVWHJDQRJUDSK\
According to the underlying concept, if the data of the data subjects are processed 
MRLQWO\JURXSVFDQEHFUHDWHGLQZKLFKDOOGDWDFDQEHFRQQHFWHGWRNGDWDVXEMHFWV
thus these data cannot unambiguously be connected to a particular person.103
Another method for data minimization is pseudonymity. Pseudonyms can be 
FODVVL¿HGDVSXEOLFSVHXGRQ\PVZKHUHWKHOLQNEHWZHHQWKHSVHXGRQ\PDQGWKHGDWD
VXEMHFWLVLQLWLDOO\SXEOLFDQGLQLWLDOO\XQOLQNHGSVHXGRQ\PVZKHUHWKHOLQN±DWOHDVW
LQ WKH EHJLQQLQJ ± LV NQRZQ RQO\ WR WKH GDWD VXEMHFW104 ,Q WKLV ODWWHU FDVH WKH
pseudonym must unambiguously identify the given data subject enabling for example 
the administration of affairs at an authority. Consequently, the issue cannot be solved 
E\UDQGRPO\VHOHFWLQJDXVHUQDPHRUDQHPDLODFFRXQW7KH¿UVWJURXSRISXEOLF
pseudonyms is the easiest to realize but it does not mean real data protection. The 
VHFRQG JURXS LQFOXGHV VWDWH LGHQWL¿HUV LGHQWLW\ FDUG QXPEHU DQG VRFLDO VHFXULW\




104  Raguse/Langfeldt/Hansen, 2008.
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EXW ZKHUH LV WKH ERUGHUOLQH RI QHJOLJHQFH" +RZ FDQ FRPSHQVDWLRQ EH VRXJKW LI
damage is caused?
6HFXULW\ LV DOZD\V LPSOHPHQWHG RQ WKH EDVLV RI ULVNV DQG EXVLQHVV QHHGV
HQGHDYRXULQJ WR DFKLHYH SURSRUWLRQDO SURWHFWLRQ 1RZ ZH DUH JRLQJ WR JLYH DQ
RYHUYLHZRIVHFXULW\PHDVXUHVWDNHQLQWKH,7FHQWUHRIDELJFRUSRUDWLRQZKLFKFDQ
be tailored according to the needs of smaller organisations. Proposals concerning 
DFWXDOLPSOHPHQWDWLRQDUHDOZD\VSXWIRUZDUGE\DQH[SHUWDIWHUGXHFRQVLGHUDWLRQ
and risk analysis and approved of by the management.
,Q UHVSHFWRI WKH UHJXODWHGQHVVRI LQIRUPDWLRQ VHFXULW\ GDWDSURWHFWLRQ FDQEH
UHJDUGHG DV DQ DUHD UHJXODWHG VXSHU¿FLDOO\109 as statutory provisions have been 
stipulated but have not been detailed by the legislator, consequently those applying 
105  see: ZZZRSHQLGQHW
106  6]pNHO\
107  Reidenberg, 1998, p. 584.
108  1HZ'3$
109  Szádeczky, 2011.
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WKHODZDQGWKRVHREOLJHGWRREVHUYHWKHODZFDQLQWHUSUHWWKHPRQO\ZLWKGLI¿FXOW\
ZKLFKPDNHV YROXQWDULO\ DELGLQJ E\ WKH ODZ H[WUHPHO\ GLI¿FXOW 7KH SUREOHP LV
DJJUDYDWHGE\ WKH IDFW WKDW WKH OHJLVODWRUXVHG WKH WHUPLQRORJ\RIFLYLO ODZZKHQ
VWLSXODWLQJWKHVWDWXWRU\UHTXLUHPHQWVWKXVH[SUHVVLRQVOLNH³EHVWH[SHFWDEOH´DQG
³DGHTXDWH´ DUH IUHTXHQWO\ XVHG ,QPRVW RI WKH FDVHV WKH REOLJRU RI WKH VWDWXWRU\
SURYLVLRQV GRHV QRW ± DQG FDQQRW ± KDYH WKH SURIHVVLRQDO NQRZOHGJH UHTXLUHG WR
directly interpret these requirements. Moreover, these requirements have severe 
OHJDOFRQVHTXHQFHVLQFOXGLQJ¿QHVLPSRVHGE\DXWKRULWLHVFULPLQDOUHVSRQVLELOLW\




data processors in the course of their activities. 
,QSDUWRIWKH3ULYDF\$FWHQWLWOHG³'DWDVHFXULW\UHTXLUHPHQW´WKHIROORZLQJLV
SURYLGHG&RQWUROOHUVDQGZLWKLQWKHLUVSKHUHRIFRPSHWHQFHGDWDSURFHVVRUVPXVW
implement adequate safeguards and appropriate technical and organizational 
PHDVXUHVWRSURWHFWSHUVRQDOGDWDDVZHOODVDGHTXDWHSURFHGXUDOUXOHVWRHQIRUFH
WKH SURYLVLRQV RI WKLV $FW DQG RWKHU UHJXODWLRQV FRQFHUQLQJ FRQ¿GHQWLDOLW\ DQG
security of data processing.1105HO\LQJRQWKHGHWDLOHGDQDO\VLVE\$QGUiV-ÓRI111 it 
can be claimed that data security and thus a particular part of informational security 
falls under the scope of the statutory regulation pertaining to data protection. 
6XEVHFWLRQUHLQIRUFHVWKHFRQQHFWLRQEHWZHHQGDWDSURWHFWLRQDQGGDWDVHFXULW\
DQGSUHVFULEHVWKHSUHYDOHQFHRIWKHUHTXLUHPHQWVRIGDWDSURWHFWLRQWDNHQLQQDUURZ
sense in information systems and thus the application of the requirements connected 




Enterprises) and on data protection (e.g. Act CLV of 2009 on the Protection of 
&ODVVL¿HG'DWDDQG*RYHUQPHQW'HFUHH1R9RQWKH'HWDLOHG5XOHV
RI (OHFWURQLF 6HFXULW\ RI &ODVVL¿HG 'DWD DQG WKH $XWKRUL]DWLRQ DQG 2I¿FLDO
Supervision of Encrypting Activities). These areas can be regulated to a depth other 
than the area of data protection.
+DQGOLQJ PHGLFDO GDWD PLJKW FUHDWH D QHZ GLPHQVLRQ RI DEXVH HVSHFLDOO\ LQ
LQIRUPDWLRQV\VWHPV7KLVLVZK\WKLVDUHDLVSDLGPXFKDWWHQWLRQDOORYHUWKHZRUOG
ERWKE\ OHJLVODWLRQ HJ86+HDOWK ,QVXUDQFH3RUWDELOLW\ DQG$FFRXQWDELOLW\$FW
+,3$$DQGVWDQGDUGL]DWLRQHJ,62,62112,WVUHFRJQLWLRQLQFLWHG
WKH+XQJDULDQOHJLVODWRUDVZHOOWRDGRSWDVSHFLDOVHFWRUDOUHJXODWLRQRQKDQGOLQJ
medical data, although the practical realization of the higher level protection is far 
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correctly if he creates his technical data protection on the basis of informational 
VHFXULW\VWDQGDUGV+RZHYHUWKHIDFWWKDWWKHUHTXLUHPHQWVODLGGRZQLQWKHVWDQGDUGV
VWLSXODWHDQH[FHVVLYHO\KLJKSURWHFWLRQZKLFK LVQRWSURSRUWLRQDWH WR WKHGDQJHUV
personal data are exposed to. When establishing protection, proportionality should 
EHDFRQVLGHUDWLRQRWKHUZLVHWKHFRVWRISURWHFWLRQZLOOEHXQQHFHVVDULO\KLJK7KH
3ULYDF\$FWHPSKDVL]HVSURSRUWLRQDOSURWHFWLRQ³,QGHWHUPLQLQJWKHPHDVXUHVWR
ensure security of processing, data controllers and processors shall proceed taking 
into account the latest technical development and the state of the art of their 
implementation. Where alternate data processing solutions are available, the one 
selected shall ensure the highest level of protection of personal data, except if this 
ZRXOGHQWDLOXQUHDVRQDEOHKDUGVKLSIRUWKHGDWDFRQWUROOHU´ 115
³'DWDPXVW EH SURWHFWHG E\PHDQV RI VXLWDEOHPHDVXUHV DJDLQVW XQDXWKRUL]HG
DFFHVVDOWHUDWLRQWUDQVPLVVLRQSXEOLFGLVFORVXUHGHOHWLRQRUGHVWUXFWLRQDVZHOODV
damage and accidental loss, and to ensure that stored data cannot be corrupted and 
UHQGHUHG LQDFFHVVLEOH GXH WR DQ\ FKDQJHV LQ RU PRGL¿FDWLRQ RI WKH DSSOLHG
WHFKQLTXH´ 116 7KH OHJLVODWRU JLYHV H[DPSOHV RI ULVN HOHPHQWV ZKLFK LQ JHQHUDO
FRUUHVSRQGWRLQGXVWULDOJURXSLQJV,WLVDGYLVDEOHWRPDNHDULVNDQDO\VLVDERXWULVNV
endangering the system and process of handling and processing data and about their 
occurrence and though it is not required by the act on data protection, in areas 
UHJXODWHG LQGHWDLO± OLNH WKH¿QDQFLDOVHFWRU± LWPD\EHVRDQG LWPD\DOVREHD
professional expectation. The statutory provision expressly refers to the case of 
EHFRPLQJLQDFFHVVLEOHGXHWRFKDQJHVLQWKHDSSOLHGWHFKQLTXHZKLFKKLJKOLJKWVWKH
greatest danger of computer literacy, i.e. the problems of the long term storage of 
electronic data.117
,QWKHFRXUVHRILWVLQYHVWLJDWLRQWKHDXWKRULW\IRUGDWDSURWHFWLRQKDVSRZHUVWR
inspect all documents of the controller inspected, presumed to have any bearing on 
the case at hand, and may request copies of such documents, can have access to any 
data processing operation presumed to have any bearing on the case at hand, can 
HQWHUDQ\SUHPLVHVZKHUHGDWDSURFHVVLQJWDNHVSODFHDQGPD\UHTXHVWZULWWHQRU
oral information.118 Data protection inspections covered certain aspects of the 
IXO¿OPHQWRIUHTXLUHPHQWVZKLFKIXQGDPHQWDOO\DIIHFWWKHLQIRUPDWLRQDOVHFXULW\RI
data, though not in its entirety. Thus formally the commissioner for data protection 
H[DPLQHG WKH PDQDJHPHQW RI DXWKHQWLFDWLRQ ORJJLQJ LQ ,7 V\VWHPV119 and the 
H[LVWHQFHRISK\VLFDOVHFXULW\PHDVXUHVZLWKLQWKHIUDPHZRUNRIFRXQW\LQVSHFWLRQV120
The extent of the implementation of data protection measures can be examined, 
ZKLFKPD\EHSHUIRUPHGE\DQLQWHUQDODXGLWDQH[WHUQDOHQWHUSULVHRUWKHDXWKRULW\
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ZLWK WKHP RU WKHLU UXOHV RI SURFHGXUH 7KHUH LV QR VWDWXWRU\ LQVWUXPHQW RQ WKH
LPSOHPHQWDWLRQ RI WKH $FW RU RWKHU ± IRU H[DPSOH RI¿FLDO ± UHFRPPHQGDWLRQ
FRQFHUQLQJLW7KHUHLVQRMXGLFLDOFDVHODZFRQFHUQLQJVXEVWDQWLDOVHFXULW\PHDVXUHV
either.
'DWD VHFXULW\ LV DQ LPSRUWDQW HOHPHQW ZKHQ GHWHUPLQLQJ WKH DVSHFWV RI GDWD
SURWHFWLRQDXGLW7KHUHTXLUHPHQWVODLGGRZQE\WKHQHZDFWRQGDWDSURWHFWLRQDUH
far more detailed in this respect. First of all it stipulates as a general principle that 
data controllers must plan and perform all data processing activities so as to ensure 
the protection of the private sphere of those concerned in the course of applying the 
DFW RQ GDWD SURWHFWLRQ DQG RWKHU SURYLVLRQV RI ODZ SHUWDLQLQJ WR GDWD SURFHVVLQJ
(principle of privacy by design). When determining and applying measures ensuring 
data security, data controllers and data processors must take account of developments 
LQ WHFKQRORJ\ DQG IURP DPRQJ WKH DYDLODEOH RSWLRQV FKRRVH WKH VROXWLRQ ZKLFK
HQVXUHV WKHKLJKHVW OHYHORI WKHSURWHFWLRQRISHUVRQDOGDWDXQOHVV LWZRXOGHQWDLO
unreasonable hardship for the controller.123 These provisions extend the data 
SURWHFWLRQ DSSURDFK ZKLFK H[SUHVVO\ FRQQHFWV WKH DVVHUWLRQ RI GDWD SURWHFWLRQ
guarantees to the relevant security and organisational procedures of the controller 
DQG ZKLFK KDV DOUHDG\ EHHQ HVWDEOLVKHG LQ HOHFWURQLF WHOHFRPPXQLFDWLRQV DQG
electronic commerce124 RYHU WKH ZKROH DUHD RI GDWD SURWHFWLRQ UHJXODWLRQ 7KLV
approach brings about the appreciation of data protection requirements and is based 
on the perception that the statutory conditions of data protection cannot prevail 
ZLWKRXWDGHTXDWHGDWDVHFXULW\ ,QDGGLWLRQ WR WKLV WKHDFWVHWV IRUWKDQXPEHURI
concrete expectations from the prevention of unauthorized data input and the 
controllability of access to the data processing system to the assurance that installed 
systems may, in case of interruption, be restored;125 these expectations must be 
observed by data controllers and processors and can be included in the aspects of 
auditing.
$QXQGLVSXWHGO\SRVLWLYHIHDWXUHRIWKHQHZUHJXODWLRQLVWKDWLWDWOHDVWUHIHUVWR
the principle of security proportional to risk; nevertheless, it is still a considerable 
FRPSOLDQFHULVNWKDWWKHOHJLVODWRUKDUGO\SURYLGHVDQ\VSHFL¿FDWLRQDVWRWKHDFWXDO
OHYHO RI GDWD VHFXULW\ ,Q WKLV UHVSHFW LQIRUPDWLRQ VHFXULW\ DQG TXDOLW\ FRQWURO
VWDQGDUGV FDQ JLYH JXLGDQFH 7KH DOLJQPHQW RI WKH UHTXLUHPHQWV RI ODZ DQG










common service126, taking into consideration the methods applied in such procedures 
RIFHUWL¿FDWLRQZKHQHODERUDWLQJWKHPHWKRGRORJ\RIGDWDSURWHFWLRQDXGLWVVHHPVWR
be more than reasonable.
$OLJQLQJWKHUHTXLUHPHQWVRIGDWDVHFXULW\
7KHVROXWLRQWRWKHSUREOHPFDXVHGE\WKHGLIIHUHQFHEHWZHHQWKHYDJXHUHTXLUHPHQWV
VHW IRUWK E\ ODZ DQG WKH FRQFUHWH WHFKQLFDO VHFXULW\PHDVXUHV LV WR DOLJQ FHUWDLQ
HOHPHQWVRIDZHOONQRZQDQGZLGHO\DSSOLHGVWDQGDUGZLWKWKHVWDWXWRU\UHTXLUHPHQWV
FRQFHUQLQJLQIRUPDWLRQVHFXULW\ZKLFKFDQVHUYHDVDEDVLVDQGUHIHUHQFHSRLQWIRU
both parties (the legal and the informatics side).
7ZR LQIRUPDWLRQ VHFXULW\ VWDQGDUGV FDQ EH VXLWDEOH IRU VHUYLQJ DV D XQL¿HG
IUDPHZRUNV\VWHPZKHQDSSO\LQJDFHUWDLQV\VWHPRIUXOHVSHUWDLQLQJWRLQIRUPDWLRQ
VHFXULW\DQGJRYHUQDQFH%\PDWFKLQJWKHUHTXLUHPHQWVRIVWDQGDUGVZLWKVWDWXWRU\
provisions pertaining to information security and establishing mutual alignment, 
WKHUHTXLUHPHQWVODLGGRZQLQVWDWXWRU\LQVWUXPHQWVDQGLQWKLVZD\WUDQVODWHGLQWR
the language of informatics can be implemented on the basis of the detailed 
VSHFL¿FDWLRQV RI LQIRUPDWLRQ VHFXULW\ VWDQGDUGV 'DWD SURWHFWLRQ UHJXODWLRQV
stipulate an adequately small number of concrete information security requirements 
ZKLFKFDQEHJLYHQDSRVLWLYHIRUPLQWKLVZD\$OLJQPHQWFDQEHLPSOHPHQWHGE\
matching the smallest requirement unit of the chosen standard (the purpose of the 
FRQWURORUUHJXODWLRQGHSHQGLQJRQWKHVWDQGDUGZLWKDVHFWLRQRIWKHGDWDSURWHFWLRQ
SURYLVLRQ7KHH[WHQWRIFRYHUDJHDOLJQPHQWFDQEHGH¿QHGDWIRXUOHYHOV
ƒ 6XUSDVVHG DV UHJDUGV FRQWHQW WKH VWDWXWRU\ SURYLVLRQ VXUSDVVHV WKH JLYHQ
requirement unit in respect of information security;
ƒ 7RWDO FRYHUDJH WKH VWDWXWRU\ SURYLVLRQ IXOO\ FRUUHVSRQGV WR WKH JLYHQ
requirement unit in respect of information security;
ƒ 3DUWLDOFRYHUDJHZLWKRQHRUPRUHRYHUODSSLQJDVSHFWVWKHVWDWXWRU\SURYLVLRQ
partially corresponds to the given requirement unit in respect of information 
VHFXULW\ LQ RWKHU ZRUGV WKH VWDWXWRU\ LQVWUXPHQW GRHV QRW SURYLGH IRU WKH
VHFXULW\DLPGHILQHGLQWKHZKROHUHTXLUHPHQWXQLW
ƒ 1RFRYHUDJHWKHVWDWXWRU\LQVWUXPHQWGRHVQRWSURYLGHIRUWKHLPSOHPHQWDWLRQ
of the given requirement unit.
Coverage is expected to be partial or missing due to the vagueness of legal 
regulation. Statutory requirements mainly concern the information criteria of 
FRQ¿GHQWLDOLW\LQWHJULW\DQGDYDLODELOLW\,WLVQRWVXUSULVLQJDVWKH\DUHFRQVLGHUHG
to be of utmost importance by the data protection directive and by national 
regulations.
The general requirements stipulated in statutory instruments pertaining to data 
SURWHFWLRQFDQEHDOLJQHGZLWKDORWRIFRQWUROVWKRXJKLQDOHVVGH¿QHGZD\7KHVH
alignments should be established through professional discussions and conciliations, 
ZKLFK PHDQ WKDW WKH\ ZLOO FRQWDLQ VXEMHFWLYH HOHPHQWV +RZHYHU VXFK ZLGH
professional discussions and several rounds of conciliation facilitate the process of 
126  Reference to standards etc.
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these subjective elements turning into general practice. Materials of this kind do not 
KDYH D ¿QLWH VWDWH ,IZH UXQ RXW RI SURSRVDOV DLPLQJ DW WKH LPSURYHPHQW RI WKH
SUHVHQWVWDWHRIDIIDLUVWKHDPHQGPHQWVRIVWDWXWRU\LQVWUXPHQWVDQGVWDQGDUGVZLOO
still require further changes.
8VLQJEHVWSUDFWLFH
,IZHDUHDERXWWRLPSOHPHQWVHFXULW\PHDVXUHVRQHFKRLFHLVWRXVHJHQHUDOEHVW
SUDFWLFH 7KLV FKDSWHU VKRZVZKDWPHDVXUHV DUH H[SHFWDEOH IURP DPLGGOH VL]HG
LQIRUPDWLRQRULHQWHGFRPSDQ\
When designing buildings, close attention must be paid to architectural security 
VRWKDWWKHFRPSXWHUURRPVKRXOGEHORFDWHGRQWKHJURXQGÀRRURIDQLQQHUEXLOGLQJ
3RVVLEOH SRLQWV RI SK\VLFDO HQWU\ SURWHFWLRQ DJDLQVW QDWXUDO DQG DUWL¿FLDOZDWHUV
YLEUDWLRQFDXVHGE\WUDI¿FRXWVLGHDQGVKLHOGLQJDJDLQVWHOHFWURPDJQHWLFUDGLDWLRQ
PXVWDOVREHWDNHQLQWRFRQVLGHUDWLRQ,QFHUWDLQFDVHVSURWHFWLRQDJDLQVWH[SORVLYHV
and chemicals must also be provided.
The aim is to have concentric circles of protection around the building. This 
PHDQVWKHLPSOHPHQWDWLRQRIDGHTXDWHVKHOODQGRXWGRRUSURWHFWLRQ,QWKHFDVHRI








cases of longer interruptions diesel generators can be installed.
The importance of maintaining the adequate environment can hardly be 
RYHUHPSKDVL]HG LQ WKLV ¿HOG 7KH WHPSHUDWXUH DQG KXPLGLW\ RI WKH DLU FDQ EH
maintained at the appropriate level by air conditioning appliances, at the installation 
RIZKLFKUHGXQGDQF\DQGUHSODFHDELOLW\VKRXOGEHNHSWLQPLQG$LUFRQGLWLRQLQJ
machines should be installed in pairs, moreover, it is most useful if a neighbouring 
appliance can perform the task of another appliance in the case of a shortfall. The 
FORVH FRQQHFWLRQEHWZHHQ ORQJ WHUPGDWD VWRUDJH DQG WKHKXPLGLW\ RI DLU FDQEH
VKRZQZKHQVDYLQJERWKRQOLQHDQGRIÀLQHRQDGDWDFDUULHU
,QDGGLWLRQ WR WKH¿UHSURWHFWLRQHTXLSPHQWXVXDO LQEXLOGLQJV WKHSURWHFWLRQRI
VHUYHU URRPV PXVW PHHW VWULFWHU UHTXLUHPHQWV LQ WHUPV RI IDVWHU ¿UH¿JKWLQJ DQG
GDPDJHPLQLPL]DWLRQ$V UHJDUGVVHQVLQJ¿UH WKH LQVWDOODWLRQRIDVSLUDWLQJVPRNH
GHWHFWRUVZKLFKVHQVH¿UHIDVWHUDQGZLWKPRUHFHUWDLQW\LVJHQHUDOSUDFWLFH,WFRQVLVWV
RIDFHQWUDO IDQXQLW DQHWZRUNRI VDPSOLQJSLSHV WRGUDZ LQDLUDQGDQDQDO\VLQJ





Although server rooms are guarded similarly to other facilities, creating protected 
VHFWRUV DQG GLIIHUHQWLDWLQJ EHWZHHQ DXWKRUL]HG DFFHVVHV EDVHG RQ UROHV DUH RI D
JUHDWHULPSRUWDQFH2QHIXQGDPHQWDOUHTXLUHPHQWLVWRPDQDJHFHQWUDODXWKHQWLFDWLRQ
E\ D WZRIDFWRU DXWKHQWLFDWLRQ IRU H[DPSOH E\ SUR[LPLW\ FDUG DQG 3,1 FRGH
LGHQWL¿FDWLRQ5LJKWVDUHH[SHGLHQWO\DOORFDWHGLQDFHQWUDOXQLWZLWKWKHMRLQWFRQVHQW
of the direct superior of the given employee, the person in charge of the business 
process and the operational or security leader of the server. Authentications allocated 
LQWKLVPDQQHUVKRXOGEHUHYLHZHGDWOHDVWDQQXDOO\WRJHWKHUZLWKWKHDXWRPDWLFRU
manual comparison of authentications and permits. The cause of any derogation 
must be examined. Logging entries into the facilities can be done only for a limited 
SHULRGRIWLPHWKDWLVZK\DQ\LOOHJDOHQWULHVDQGDXWKHQWLFDWLRQWUDQVJUHVVLRQVPXVW
EHGHWHFWHGDQGLQYHVWLJDWHGZLWKLQWKLVSHULRG'DWDWKDWFDQEHXVHGDVHYLGHQFH
can usually be stored longer, until a report is made to the police or a disciplinary 
proceeding is closed. When creating security sectors, areas used by maintenance 
DQGORJLVWLFVVWDIIVKRXOGSK\VLFDOO\EHVHSDUDWHGIURP,7VHFWRUV6HUYHUVVKRXOG
also be placed in different rooms according to the different functional and security 
DVSHFWV7KHFDPHUDVXUYHLOODQFHRISURWHFWHGVHFWRUVHVSHFLDOO\SDVVDJHZD\VDQG
ZRUNLQJDUHDVLVDOVRQHFHVVDU\5HFRUGLQJVPDGHKHUHVKRXOGDOVREHNHSWIRUWKUHH
GD\V 6HUYHU URRPV VKRXOG QRW KDYH ZLQGRZV RU GRRUV RSHQLQJ WR XQSURWHFWHG
VSDFHV,IWKH\GRWKHSURWHFWLRQRIVXFKVHUYHUURRPVUHTXLUHXWPRVWDWWHQWLRQE\
using security gratings, glass break detectors and passive infrared sensors installed 
on the protected side.
Passive infrared sensors should also be used in the protected area itself. There 
should be sluice doors for security purposes but for the protection of life they must 
RSHQE\DGRRUKDQGOH IURP WKHVLGHRI WKHVHUYHU URRPZLWK WKHHPHUJHQF\NH\
SODFHGQH[W WR WKHGRRU ,WVSXUSRVH LV WRHQVXUH LPPHGLDWHHVFDSH LQ WKHFDVHRI
ÀRRGLQJZLWKH[WLQJXLVKLQJJDVHV$SUHVVEXWWRQ IRUEORFNLQJ WKH UHOHDVHRI WKH
extinguishing gas must also be placed inside the protected room for the protection of 
life. 




SURYLGHG OHDNLQJ IURP WKH QHWZRUN DQG XQDXWKRUL]HG DFFHVV FDQ EH H[FOXGHG
Logging in the servers should be made possible by access allocated individually to 
persons and authorized at several levels just like in the case of entry to the server 
room. Both successful and unsuccessful logins to the servers and in the case of 
strictly protected systems each activity must be logged; these logs must also be 
SURWHFWHG/RJVVKRXOGEHJDWKHUHGWRDFHQWUDOSODFHORJVHUYHUWRZKLFKRQO\WKH
staff of the security department can have access. Logging activity is indispensable 
IRUWKHSXUSRVHVRIHYLGHQFLQJDQGGHWHFWLQJLOOHJDODFWV/RJ¿OHVVKRXOGIUHTXHQWO\





other; if transport is performed physically, the security procedures common in the 
FDVHRIWUDQVSRUWLQJYDOXDEOHVPXVWEHIROORZHG
'LVDVWHUVLWXDWLRQVLQZKLFKWKHLQIUDVWUXFWXUHRIWKHRUJDQLVDWLRQFDQVLJQL¿FDQWO\
be damaged or destroyed deserve particularly careful attention and planning in the 
case of important systems. The technical documentation of the planning is called 
'LVDVWHU 5HFRYHU\ 3ODQ '53 ZKLFK FRQWDLQV WKH RUJDQLVDWLRQDO DQG WHFKQLFDO
WDVNV UHTXLUHG LQ WKH FDVH RI D GLVDVWHU WRJHWKHUZLWK WKH GHWDLOHG GHVFULSWLRQ RI
UHFRYHU\7KLVLQFOXGHVWKHRUGHURISXUFKDVLQJDQGFRQ¿JXULQJWKHV\VWHPVWREH
used for recovery, the method of recovering the data and the provision of the 
appropriate operating staff. For the case of disaster situations a spare system identical 
ZLWK WKH OLYH V\VWHPPD\ EH NHSW UXQQLQJ FRQWLQXDOO\ RXWVLGH WKH SUHPLVHV RU D
system installed outside the premises but used only in an emergency. Another 
VROXWLRQLVWRFRQFOXGHDFRQWUDFWZLWKWKHGLVWULEXWRURIWKHKDUGZDUHLQZKLFKWKH
GLVWULEXWRUXQGHUWDNHVWRSURYLGHWKHDSSURSULDWHKDUGZDUHZLWKLQDVKRUWWLPH$Q
often neglected task is to carry out disaster testing to check the operability and 
feasibility of the plan. During disaster testing it is useful though not indispensable to 
VKXWGRZQWKHOLYHV\VWHPVVLQFHLWFDQFDXVHVKRUWIDOOVLQWKHVHUYLFHLISODQVDQG
measures are not appropriate. A more frequently used method is to have the staff 
SUDFWLVHWKHVWHSVRIWKHSODQRQWKHWHVWV\VWHP$QRWKHUSODQLQFRQQHFWLRQZLWK
GLVDVWHUVLVWKH%XVLQHVV&RQWLQXLW\3ODQ%&3ZKLFKDSSURDFKHVWKHSUREOHPIURP
a business aspect, from the aspect of ensuring the continual operation of business 
processes.
The procedures and methods described above can be regarded as best practices of 
WKHLQGXVWU\KRZHYHUWKHUHTXLUHPHQWVLPSRVHGRQWKHPGHSHQGYHU\PXFKRQWKH
JLYHQDUHD)RULQVWDQFHLQWKHFDVHRI¿QDQFLDOLQVWLWXWLRQVWKHDXWKRULWLHVH[SHFWWKH
IXO¿OPHQW RI WKH VWULFW VHFXULW\ UHTXLUHPHQWV GHVFULEHG DERYH ZKLOH VWDWXWRU\
SURYLVLRQVDUHQRWDVVWULFWLQWKHFDVHRIDQHOHFWULFWHOHFRPPXQLFDWLRQSURYLGHU,Q
other, less regulated areas, for example in electronic commerce and in handling 
personal data the legislator expects the application of the above methods to an even 
VPDOOHU H[WHQW +RZHYHU HQGHDYRXULQJ WR REVHUYH WKHVH UHTXLUHPHQWV DV EHVW
practice of the industry, can be expected so that the organisations provide the 
SURWHFWLRQ WKDW FDQ EH H[SHFWHG RI WKHP 1HYHUWKHOHVV WKH UHODWLRQVKLS EHWZHHQ
endeavouring and implementing should be determined. 
&2%,7
,Q  ,QIRUPDWLRQ 6\VWHPV $XGLW DQG &RQWURO $VVRFLDWLRQ ,6$&$ DV DQ
LQWHUQDWLRQDOO\DSSUHFLDWHG$PHULFDQ,7DXGLWRUDVVRFLDWLRQDQG,7*RYHUQDQFH
,QVWLWXWH ,7*, MRLQWO\ GHYHORSHG WKH &RQWURO 2EMHFWLYHV IRU ,QIRUPDWLRQ DQG
5HODWHG 7HFKQRORJ\ &2%,7 D GH IDFWR LQIRUPDWLRQ VHFXULW\ VWDQGDUG DV WKH
IUDPHZRUN V\VWHP RI ,7 JRYHUQDQFH ,W VWLSXODWHV UHTXLUHPHQWV IRU VHYHUDO
LQIRUPDWLRQ SURFHVVHV &2%,7 LV D JHQHUDOO\ DFFHSWHG FROOHFWLRQ RI SUDFWLFHV






























° DS1 Define and manage service levels 
 '60DQDJHWKLUGSDUW\VHUYLFHV
° DS3 Manage performance and capacity 
° DS4 Ensure continuous service 
° DS5 Ensure systems security 
 '6,GHQWLI\DQGDOORFDWHFRVWV
° DS7 Educate and train users 
° DS8 Manage service desk and incidents 
° DS9 Manage the configuration 
° DS10 Manage problems 
° DS11 Manage data 
° DS12 Manage the physical environment 
° DS13 Manage operations
ƒ 0RQLWRULQJDQG(YDOXDWLRQ
 0(0RQLWRUDQGHYDOXDWH,7SHUIRUPDQFH










F\FOH HQVXULQJ WKDW ,7 GHOLYHUV WKH SURPLVHG EHQHILWV DJDLQVW WKH VWUDWHJ\
FRQFHQWUDWLQJRQRSWLPLVLQJFRVWVDQGSURYLQJWKHLQWULQVLFYDOXHRI,7





requirements, transparency about the significant risks to the enterprise and 
embedding of risk management responsibilities into the organisation.
ƒ 3HUIRUPDQFH PHDVXUHPHQW WUDFNV DQG PRQLWRUV VWUDWHJ\ LPSOHPHQWDWLRQ
project completion, resource usage, process performance and service delivery, 
using, for example, balanced scorecards that translate strategy into action to 
achieve goals measurable beyond conventional accounting.




VHYHUDO DOLJQPHQWV KDYH EHHQPDGH IRU H[DPSOHZLWK ,7,/ ,62,(&  DQG
30%2.VWDQGDUGVWKURXJK,6$&$
6LQFH FHUWL¿FDWLRQ LV QRW SRVVLEOH DFFRUGLQJ WR &2%,7 QR DXWKHQWLF GDWD DUH
DYDLODEOH FRQFHUQLQJ KRZ ZLGHVSUHDG LW LV +RZHYHU WZR JOREDOO\ UHFRJQLVHG
LQIRUPDWLRQVHFXULW\H[DPLQDWLRQVZKLFKDUHUHFRJQLVHGDOVRE\WKH8QLWHG6WDWHV










RI7UDGH DQG ,QGXVWU\ '7, LQ  FROOHFWV LQIRUPDWLRQ VHFXULW\ UHTXLUHPHQWV
applicable at management level. This became an international standard under the 
QDPH,62,(&%6DVDVWDQGDUGIRULQIRUPDWLRQVHFXULW\PDQDJHPHQW
V\VWHPZDV GHYHORSHG LQ  DQG DWWDFKHG WR WKH IRUPHU%6 ZKLFKZDV






UHTXLUHPHQWV VWDUWLQJ RXW IURP EXVLQHVV QHHGV LQ D WRSGRZQ PDQQHU ,62,(&
ZDV GHYHORSHG WR VHUYH DV DPRGHO IRU WKH GHYHORSPHQW LPSOHPHQWDWLRQ
operation, monitoring, auditing, maintenance and improvement of information 
VHFXULW\PDQDJHPHQWV\VWHPV,%,5,6061297KHVWDQGDUG LVSURFHVVFHQWUHG







and vocabulary: it describes the main principles of the standard series and 
defines the key terms.
ƒ ,62,(&  ,QIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHPV ±
Requirements: it describes the requirements of the management system; its 
latest version is in preparation.
ƒ ,62,(&&RGHRISUDFWLFHIRULQIRUPDWLRQVHFXULW\PDQDJHPHQWLW
describes the requirements of practice; its latest version is in preparation.
ƒ ,62,(&,QIRUPDWLRQVHFXULW\PDQDJHPHQWV\VWHPLPSOHPHQWDWLRQ
guidance: it gives guidance for implementation.
ƒ ,62,(&  ,QIRUPDWLRQ VHFXULW\ PDQDJHPHQW ± 0HDVXUHPHQW LW
GHDOVZLWKPHDVXULQJWKHOHYHORIVHFXULW\




of information security management systems: it specifies the requirements for 
ERGLHVSURYLGLQJFHUWLILFDWLRQXQGHU,62,(&
ƒ ,62,(&*XLGHOLQHVIRULQIRUPDWLRQVHFXULW\PDQDJHPHQWV\VWHPV
auditing: it contains guidelines concerning the method of auditing.
ƒ ,62,(&75*XLGDQFHIRUDXGLWRUVRQ,606FRQWUROVLWSURYLGHV
JXLGDQFHIRUDXGLWRUVDERXWFRQWUROVXQGHU,62,(&
ƒ ,62,(&  ,QIRUPDWLRQ VHFXULW\ PDQDJHPHQW IRU LQWHUVHFWRU DQG
LQWHURUJDQL]DWLRQDO FRPPXQLFDWLRQV LW LV DERXW FRPPXQLFDWLRQ EHWZHHQ
organizations belonging to different sectors.
ƒ ,62,(&  ,QIRUPDWLRQ VHFXULW\ PDQDJHPHQW JXLGHOLQHV IRU
WHOHFRPPXQLFDWLRQVRUJDQL]DWLRQVEDVHGRQ,62,(&LWFRQWDLQVVSHFLDO
requirements for telecommunication providers.








ƒ ,62,(& 3'75  ,60 JXLGHOLQHV IRU ILQDQFLDO DQG LQVXUDQFH VHUYLFH
VHFWRU LW ZLOO SURYLGH JXLGDQFH IRU WKH ILQDQFLDO DQG LQVXUDQFH VHFWRUV LQ
preparation.


















EXVLQHVV DGYDQWDJH WR WKH FRPSDQ\ $V FHUWL¿FDWLRQ LV SHUIRUPHG E\ SULYDWH
companies and there is no mandatory register, it is nearly impossible to specify the 
H[DFWQXPEHURIFHUWL¿HGFRPSDQLHVLQWKHZRUOG+RZHYHUWKHUHLVDQLQWHUQDWLRQDO
UHJLVWHU ZKHUH WKRVH FHUWL¿HG FDQ YROXQWDULO\ KDYH WKHLU FHUWL¿FDWHV UHJLVWHUHG
$FFRUGLQJWRWKLVUHJLVWHUWKHFXUUHQWQXPEHURI,62FHUWL¿FDWHVLV7KH
FHUWL¿FDWHVEURNHQGRZQWRFRXQWULHVDUHDVIROORZV130
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-DSDQ 4152 Netherlands 24 Belgium 3 
8. 573 Saudi Arabia 24 Gibraltar 3 
,QGLD 546 8$( 19 Lithuania 3 
7DLZDQ 461 Bulgaria 18 Macau 3 
China 393 ,UDQ 18 Albania 3 
Germany 228 Portugal 18 Bosnia Herzegovina 2 
Czech Republic 112 Argentina 17 Cyprus 2 
.RUHD 107 Philippines 16 Ecuador 2 
86$ 105 ,QGRQHVLD 15 -HUVH\ 2 
,WDO\ 82 Pakistan 15 .D]DNKVWDQ 2 
Spain 72 Colombia 14 Luxembourg 2 
Hungary 71 Russian Federation 14 Macedonia 2 
Malaysia 66 Vietnam 14 Malta 2 
Poland 61 ,FHODQG 13 Mauritius 2 
Thailand 59 .XZDLW 11 8NUDLQH 2 
Greece 50 Canada 10 Armenia 1 
,UHODQG 48 1RUZD\ 10 Bangladesh 1 
Austria 42 6ZHGHQ 10 Belarus 1 
Turkey 35 6ZLW]HUODQG 9 Bolivia 1 
Turkey 35 Bahrain 8 Denmark 1 
France 34 Peru 7 Estonia 1 
+RQJ.RQJ 32 Chile 5 .\UJ\]VWDQ 1 
Australia 30 Egypt 5 Lebanon 1 
Singapore 29 2PDQ 5 Moldova 1 
Croatia 27 4DWDU 5 1HZ=HDODQG 1 
Slovenia 26 Sri Lanka 5 Sudan 1 
Mexico 25 South Africa 5 8UXJXD\ 1 
Slovakia 25 Dominican Republic 4 Yemen 1 
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